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Introduction

Eagle-Access, the access control module of the Eagle suite, is a cutting edge, state-of-theart access control system with unmatched features offering maximum protection combined
with flexibility, simplicity and user friendliness. This is achieved by using the most advanced
technologies available.

A modern and innovative access control system
like Eagle-Access offers a lot more than the basic
features of access control. The system can control
an unlimited number of entrances and make use
of timers, counters, sensors and readers, which all
work together to accommodate the needs of the
most demanding users.
In addition, the Eagle-Access application, with its
scheduler and command sets, offers possibilities to
automatically carry out activities on specific days
and hours.
The command sets can automatically activate different elements in the system. Think of activating
relays, starting or stopping a timer, increasing or
decreasing the value of counters, sending e-mails,
setting the present status of employees, or generating reports, to mention but a few.
You can choose to install Eagle-Access as a web
application or on your Local Area Network (LAN).

As stated, Eagle-Access does not stand alone, but
is part of the Eagle suite, which includes the following modules:

»»Eagle-Time

Time & attendance

»»Eagle-Job

Shop-floor-control

»»Eagle-Presence

Presence registration

»»Eagle-Visitor

Visitor registration

»»Eagle-Parking

Parking management

»»Eagle-Meeting Room

Meeting room management

In addition to the products mentioned above, the
Eagle suite includes the DCM (Data Collection
Module). This module takes care for the communication with the data collection terminals.
This brochure highlights the important aspects of
Eagle-Access.
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Entity Types

Eagle-Access offers the possibility of defining different types of persons (entities) in the
system. Each entity type will have its own set of required features. For example, an employee requires different data from a visitor or a supplier. In Eagle-Access you can even
define a machine or a vehicle as an entity.

The entity type is to be considered when setting
up the access rules. For example, when a vehicle
is being defined as an entity, you will enter the
registration number in order to be able to identify
it by the LPR (License Plate Recognition). In this
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way company vehicles can enter the parking area
without the need for any action by the driver.
In Eagle-Access you can define as many entity
types as you need, with each entity type having an
unlimited number of entities.
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Calendars and Day Types

The basic elements in an access control system are the day types and the calendars.

When considering the days, you have to consider
not only the days of the week but also holidays
and special days. For this function, you need to
be able to define these days in the system, and
consequently enter these days in the calendar.
In Eagle-Access you can define as many day types
and calendars as you need.
It can happen that within one organization with
offices in several regions, a different calendar will
be needed per region due to the local holidays and
local special days.

Because Eagle-Access is designed for international use, you can use multiple calendars, as each
country has its own holidays, and each region or
organization has its own special days.
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Time Zones

Definitions of special days and holidays in the calendar do not cover entirely the “when”
aspect. While one is allowed to enter at a specific entrance on specific days, it does not
always mean he/she is allowed to enter during all hours of the day. In many cases, you
want to limit the hours one may enter to a specific time period, e.g., from 08:00 to 17:00.

Eagle-Access enables you to define an unlimited
number of time zones. Each time zone in turn has
96 time segments. With the combination of entrance, day type, time zone and other conditions,
the definition of the access rule could not be more
precise.
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Conditions

In addition to the possibility of setting up access rules, you can also set up conditions in
Eagle-Access. These conditions are not necessarily associated with the entities, but rather
with the different elements of the system, such as sensors, timers, readers and counters.

For example, you can set up a condition that when
the garage is full (the counter reached its maximum
value), no more cars are allowed. Or if a timer is
running, the door of the safe in a bank will not open
until the timer stops running, or that a specific door
will not open until another door is closed.

You can set your specific conditions for the system
and use these conditions whenever applicable.
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Auto-Mode

Occasionally, you might want a door to open or a sensor to react on specific days and
during specific hours automatically, without the need to manually activate it. Eagle-Access
has special functions for this purpose, called Auto-Mode.

With Auto-Mode you can set, reset or send a pulse
to a specific relay, on a specific day, and a specific
time, which in turn will open a door or close a barrier. With the same ease, you can enable a sensor
to react only during specific days and hours.
For example, you can place a push button next to
a door and connect it to a sensor. You can program
this sensor to react only during office hours and
only on working days. This enables you to enter
that door during office hours without needing to
use your badge.
You can also define a particular condition that will
activate an Auto-Mode rule only if that condition
is met.
Eagle-Access enables you to set up as many AutoMode rules as you need.
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Transaction Zone

Usually, one uses a badge, a PIN code or a biometric reader to gain access. During office
hours on working days, this procedure should be sufficient.

However, after office hours you might want to
increase the security level by asking for extra
identification, e.g., using a badge followed by a PIN
code, or using a second badge.
Eagle-Access enables you to define a time zone
(called a transaction zone) for each and every
entrance which requires an additional PIN code, a
second badge or a biometric reader.
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Duress code

Access control can be used in a variety of environments. Several of these are places where
one can be confronted with situations in which he is forced to open a door against his will.
Think of a bank robbery or a prison system.

Certainly, you do not want to risk the life of a person
who is under threat. While you want to allow him
to open the door, at the same time he can send a
signal to a colleague that the door is being opened
under threat. For this situation, Eagle-Access offers
the duress code.
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The duress code can simply be a special Pin code or a
special badge. While this Pin code or badge will open
the door, it will at the same time generate a still alarm
at a command center, and/or send a SMS or an e-mail
to a pre-defined address. In some cases, you do not
want the alarm to be silent, so you can program the
system to generate sound or light signals.
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Communication

A very important part of Eagle-Access is communication between the server where the application is installed and the access control terminals. This communication module, called
DCM, features advanced functionality and works as a service on the server.

The DCM not only collects the data from the access
control terminals and stores it in the database of
Eagle-Access, it also takes care of downloading the
access control rules from the application to the
terminal. This enables the terminal to operate fully
independently, even when the server is down or
when no communication between the application
and the terminal is available.

The DCM has its own scheduler for setting the frequency in which the terminals are polled to retrieve
the transactions, or when to synchronize the time
of the terminals with the time of the server. This is
done automatically, without the system manager
needing to trigger it.

In addition, the DCM takes care of updating the
time of the terminals on a regular basis or of displaying the status of one or more terminals. That’s
to say, the state of the relays and the sensors, the
value of the counters, which timers are running,
etc.
But the DCM also takes care of transferring the
commands from the access control application to
the terminal to open a door, to start a timer or to
increase the value of a counter.

W W W.GONEN.NL
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The elements of the access control terminals

Each access control terminal has several elements for carrying out its tasks. Think in this
respect of readers, sensors, relays, timers, counters, etc. All of these elements are fully
integrated, with each element having the capacity to activate another type of element if
needed and if applicable.

A few examples include:

»»The parking garage counter can set the relay
that activates the GARAGE FULL sign when this
counter reaches its maximum value.

»»A specific door can open only if another door
(which is connected to a sensor) is closed.
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»»The IN and OUT readers at the entrance of a

garage can increase or decrease the value of
the counter which keeps track of the number of
parked cars.

There are many other possibilities for combining
the operational elements of the access control terminal, in order to reach the highest level of security
combined with a flexible operation.
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Anti-passback

In some cases you may want to avoid the possibility that someone could re-enter before
he first leaves a specific entrance (or the other way around). This is mainly to avoid the
possibility that two persons could enter with one and the same badge. On the other hand,
when someone leaves in the evening without punching out, you do want to allow him to
enter the next day.

For this, Eagle-Access has the function called Antipassback (APB). The APB will not allow a person
to enter in one direction if he has not first left from
the other direction. But this restriction is only applicable if this is within a pre-defined time segment.
For example, you set the APB with a time segment
of 12 hours. After 12 hours the APB will enter
into a neutral state, which will grant access in any
direction no matter what the last punch was. In
this way, when a person leaves in the evening

without punching OUT (so that his last recorded
punch is IN) the system will accept an IN punch the
next morning because more than 12 hours have
passed since his last IN punch the day before. But
if after leaving, the same person returns to collect
something he has forgotten, and this is within the
12-hour period, he will not be granted access.
In some cases there is more than one entrance to
a specific area. Eagle-Access offers the possibility
of creating a group of IN readers and a group of
OUT readers for APB purposes. When a group
is defined, one cannot reenter at any of the IN
readers, unless he/she has first exited through one
of the OUT readers.

W W W.GONEN.NL
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Reports

The report generator is an integral part of Eagle-Access, which you no doubt will use frequently. For example, the manager will run daily or periodic reports to find who enters
through which door on which day and time.

By being able to select only the data you are interest in, you can create a report exactly according
to your own needs.
In Eagle-Access the reports can be created to be
used by only one user, or to be shared with all
other users. Each type of report can have several
variants, from which one is the default report.
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In addition to that, you can also set up a standard
selection so that you will always get your group
of employees, group of entrances and the selected
period.
But the report generator offers much more. You
can set colors to a specific field, set the letter type
and size and many other things, to be able to generate the reports exactly as you want them to be.

Eagle-Access contains scores of standard reports,
which cover the entire scope of the system. One
report group is for the system set up. Another is
for the daily data, again another one is for the periodic data, etc. But the nice thing about the report
generator is that you can build your own group of
reports for every topic.

In case you want to create a set of reports in which
each report differs slightly from the other, EagleAccess enables you to copy an existing report,
modify it, and then keep it under a different name.
In this way you can create reports very quickly.

In addition to the data in the reports, you can set
the form for each report. That is to say, you set
which data element will appear in which column
and also the width of the column can be adjusted.

In addition to all that, when you have to generate
a large number of reports, you can set up the
scheduler of Eagle-Access to run the reports at a
specific time, even when you are not present. So
when you arrive at the office, the reports are ready
for you.
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Using Active Directory

Using login names and passwords in computer systems offer privacy and security. However,
it can also bring with it disadvantages.

The users will have to use a password for each
application and sometimes different passwords.
When you have a lot of applications to manage,
this can be a burden. Active Directory makes the
use of passwords in such a situation easier.

tomatic access to all the applications he is allowed
to access without the need to enter a password.
Eagle-Access supports Active Directory and can
be started without a password in such an environment.

When Active Directory is in use, the user has to
log in only once on his computer. He then gets au-

W W W.GONEN.NL
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Export to Excel

This module is also a variant of the export module. With this module you only have to
select the data components from the database. The module will automatically define the
data structure for Excel.

Another difference from the standard export
module is that you can also select the type of
graphics you choose to represent your data.
Using the export to the Excel module enables each
user to select a certain data and present it graphically. Once on the Excel sheet, you can combine it
with data from other sources.
The selection criteria that the Export to Excel
module offers are the same as those of the Export
module.
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The Open System Concept

Eagle-Access is part of the Eagle suite which offers solution to a lot more than only access
control. In most cases there are needs to interface or integrate with other systems which
are in use by the organization.

That is, therefore, the reason that Eagle suite has
been designed with the open system concept in mind.
To begin with the system is built on a MS-SQL
database, which is one of the industry standards.
All other applications can access the database
and share information, if permitted by the
system administrator.

While using our own readers to capture data
for all type of technologies, the system can also
accept any other type of readers. But also data
which was collected by a third party in a text file
can be easily processed by the system.

Applications which cannot interface with the
MS-SQL database can still transfer data to and
from the database using the import/export
module of the Eagle suite.

W W W.GONEN.NL
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International Features

Many organizations operate abroad and sometimes in several countries. When a centrally
installed access control system is in use, this system should comply with aspects which are
required for such an environment.

Eagle-Access was developed to comply with the
requirements imposed on a system which is used
internationally. There are several aspects which
need to be addressed for that purpose:

»»Eagle-Access offers the possibility for each user to

select his language of choice. The number of languages Eagle-Access supports is unlimited. To make
things even easier, Eagle-Access will start with the
language of the operating system on the user’s PC.

»»Each country and even each region has

its own holidays or special days. For these
days there are other rules that apply to
the processing of access control data.

Eagle-Access offers many calendars to enable
you to set up these special days and to apply
special rules for processing of access control data
for these days.
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»»Eagle-Access enables you to define the geo-

graphical structure in a hierarchical structure,
e.g., country, region, city, location, building, floor,
etc. There is no limit to the number of levels.
Consequently, you can enter the items which go
with each level. Examples of countries you might
enter are UK, France, USA and the Netherlands.
In the level floors you may enter ground floor,
first floor, etc.

»»These structures offer the possibility to make se-

lections when you use the browser, the reports,
and other parts of the system.
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Import and Export

Not a single system stands on its own. Much information will be transferred back and forth
between systems. This is inevitable in the era of information technology. It is required to
enable complete processing of data within the organization.

Eagle-Access is featured with an export and import
module which enables you to transfer data to and
from another system. The flexibility of the import and
export module enables it to accept/generate the data
in the same way the other system offers/accepts it.
This is true not only for the order in which the data
elements are offered, but also in the length and, if
needed, in the nature of the data. In addition, an
extended selection is offered by import or export to
extract only specific data into or out of the database.

It goes without saying that you can create as many
import and export profiles in the system as you
need, to enable you to work with many other
systems.
When the other system uses a relational database,
you can choose to create a relation between
elements in Eagle-Access and elements in the
other system. In this way the two systems are fully
integrated.

W W W.GONEN.NL
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Total Cost of Ownership

Besides the technical requirements of the system, you also have your budget to consider
when purchasing a system such as Eagle Time. The budget is not limited only to the initial
purchase price, but also to future extension of the system, interfacing with 3rd party solutions, the cost of implementation and, last but not least, the cost of maintenance.

The solution to the above mentioned aspects goes
more frequently than not with a tailor-made solution.
The costs of tailor-made work are in many cases
higher than the purchase costs of the system itself.

But we can also offer you the complete set up
of the system, according to the test criteria you
define, so that you only use the system and do not
have to worry about the maintenance of it.

Eagle time was designed to be implemented without the need for tailor-made work, thanks to the
following features:

Because all financial aspects are crystal clear, you
are not confronted with financial surprises and
setbacks after the purchase.

»»The system can be set up using parameters.

By combining the quality of Eagle-Access with the
total price, you will realize that you have a great
price/quality ratio for your investment.

When there are special requirements, you can
use the additional calculating rules which can
take place in several steps of the calculation.

»»There are several modules which enable

you to exchange data with any other system
using file transfer.

»»Export to Excel module enables you to
generate data in Excel format.

»»Reports can, to a great extent, be set up
by the user himself.

»»The browser always reflects exactly the

needed data, as it is initially set up by the user
himself.

»»A maintenance contract is offered to

make sure that you are able to use the system
for years to come. The maintenance contract includes not only the upgrade and update of the
system, but also the use of the helpdesk and
the repair of terminals if purchased. All this for a
fixed price per year.
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Discover other products of the Eagle line:

Eagle-Time

Eagle-Parking

Tijdregistratie

Parking management

Eagle-Presence

Eagle-Meeting Room

Presence registration

Meeting room management
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Eagle-Visitor

Eagle-Job

Visitor registration

Shop-floor-control
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